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Introduction

There are a few reasons why non-linear electronic
circuits are used as sources for pseudorandom signals,
among them being their simplicity and robustness, not to
mention the continuous signal obtained from their output.
There were quite a lot of attempts to develop non-linear
circuits that exhibit chaotic behaviour since the
introduction of the well known (and analysed) one, Chua’s
circuit [1]. They were based on simple resistor-inductance-
diode (RLD) circuits [2, 3] or just resistor-capacitor (RC),
[4-7], to mention just a few.

Nevertheless, only a small number of these circuits
were tested as pseudorandom number generators, like the
ones in [8] and [9]. When used for cryptographic
applications, pseudorandom number generation is obtained
via computer simulations of the equations describing the
chaotic systems themselves.

Some limitations must be taken into account when
dealing with non-linear circuits that exhibit chaotic
behaviour, used as pseudorandom number generators,
because they drastically restrict the number of candidates
for the task. First, a good premise for adequate statistical
properties is obtained when the generated signal has high
entropy, [10]. Another one is the very long period of a
signal obtained for testing purposes by means of computer
simulation. There is a third groundwork that could lead to
acceptable statistical properties, namely a high correlation
dimension, seen as a measure of the chaotic properties of
the signals.

Since none of the existing circuits was originally
developed for such purposes, we intend to evidence the
associations between the circuit’s elements and its chaotic
properties. This could lead to a better perception of these
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circuits, when used as pseudorandom signal generators. It
is well understood that adequate chaotic properties are a
good premise for statistical ones. We suggest the
sensitivity of the fractal spectrum of the chaotic signals,
due to the circuit components, as a new instrument used to
influence the chaotic behaviour in the desired way. As an
example, a modified Wien-bridge oscillator is analysed
from this point of view.

In the next section, we establish the definition of the
sensitivity of the fractal spectrum of a chaotic signal in
relation to any circuit element, while the third one briefly
presents the modified Wien-bridge circuit and the results
of the simulations; the last one is devoted to the
conclusions of our study, while the appendix is committed
to the mathematical background for the algorithm used to
compute the Rényi entropy.

The sensitivity of the fractal spectrum

Common practice is to characterise the output signal
of a non-linear circuit that exhibits chaotic behaviour, by
determining its correlation dimension. In fact, the
correlation dimension belongs to an infinite family of
fractal dimensions, as shown for the first time in [11]. Due
to this observation, it is hopeful to try to characterise such
signals by the whole family of fractal dimensions, known
as the fractal spectrum, instead of using just some of them.
We shall try to do so by means of a relatively new
axiomatic theory of probability, introduced by Rényi in
[12].

In what follows, we plan to investigate some non-
linear circuits that are capable of generating chaotic
signals. For this purpose, a measure of the influence of
each component of the circuit on the chaotic signal that is



generated is needed, since we intend to show the inner
links between the parameters of the signal and the elements
of the circuit. For this reason we define the sensitivity of
the fractal spectrum, denoted by FS, relative to each circuit
component as
S%% = AFS|AZ = (FS - FS,)/(Z~Z,). (1)

where Z becomes R [Ohms] for a resistor, C [Farads] for a
capacitor and L [Henrys] for a coil of inductance L.

The fractal spectrum is computed in accordance with
the two generalized fractal dimensions, denoted by D-,
and D,

FS:DOO_D_wa (2)

as presented in the Appendix.

If by FS, we designate the value of the fractal
spectrum computed for the circuit when all the elements
have their nominal values, (denoted by R,, C, and L,), we

have a possibility of defining a normalised value of the
above sensitivity, as follows

AFS
FS AFS 7
SN?S — n _ L “n 3)
Az AZ  FS,
Zﬂ
where FS and Z are the actual values.
The above definition gives a value that is

dimensionless and this makes comparisons between
sensitivities due to different circuit elements possible,
regardless of their nature.

The modified Wien-bridge oscillator as a chaotic signal
generator

The Wien-bridge oscillator is a widely used circuit
configuration, because RC oscillators are simpler and more
convenient at low frequencies than their LC counterparts.
Some of the realisations of such oscillators may be found
in [13-17]. In what follows, we shall focus only on the
circuit given in [15], due to its simplicity and ease of
analysis and to its good stability of chaotic oscillations.

The circuit presented in Fig. 1 consists of two
operational amplifiers: Al which is the Wien-bridge
oscillator and A2, which acts as a negative impedance
converter (NIC) at higher levels of voltage on the capacitor
C3, (see [15] for the in-depth of the functioning).
Nevertheless, we shall mention that two conditions must be
fulfilled to adjust the circuit to the chaotic mode of
oscillation: 1) by modifying the gain of the first operational
amplifier Al, e.g. fine-tuning R3 and/or R4 and 2) R8 must
always be smaller than R6 to obtain the functioning of the
second operational amplifier as a negative impedance
converter.

The standard circuit has the following nominal values
for its components: R1=R2=11kQ, R3=7.9kQ), R4=2 kQ,
R5=R7=2.7kQ), R6=1.1kQ, R8=780Q), C1=C2=C3=1.3nF,
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D is IN914, A1 and A2 are LM741. In what follows, these
values will be considered nominal according to the above
definition, (3).
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Fig. 1. The modified Wien-bridge circuit

The typical voltage vs. time graphs for the outputs Outl
and Out2, during the steady-state for the above circuit, are
presented in Fig.2 and Fig.3. The output values were
translated into the [0,1] interval for both outputs, to allow
an easier and better evaluation.
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Fig. 2. Voltage at Outl vs. time (in milliseconds)
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Fig. 3. Voltage at Out2 vs. time (in milliseconds)

The above graphs, presented as dots to emphasise the
“filling” of the [0,1] interval, clearly show that the
distribution of the signal is not a uniform probability
density function, as expected, [9]. Nevertheless, this may
be solved since one may take into account just a fraction of
the time series, the one that lies in a narrower voltage
interval, where the distribution is uniform. The price paid
for this is a longer time needed to generate the desired
number of samples because sometimes the signal lies
outside the desired interval.

The phase portraits for the outputs of the standard circuit
are presented in Fig. 4 and Fig. 5.

The phase portraits are quite different and as a result,
the statistical properties of the chaotic signals are expected
to be different too. From this point of view, the outputs
exhibit different probability density functions, as shown in
Fig. 6 (for Out,) and 7 (for Outy).



Fig. 4. Phase portrait for Outl

Both histograms are highly asymmetric and display
clear modes, more evidenced for the second output. For
this reason, their use as uniformly distributed pseudo-
random numbers is impossible, considering the whole
interval for the output voltages. The asymmetry was
induced by the fact that the second operational amplifier,
A2, is activated only when high levels of voltage across R6
and C3 are reached. However, the normal repartition was
generated for R3=8kQ and R4=2.1 kQ (these resistors are
used to modify the gain of the first operational amplifier)
and only for this instance the statistical quality was far
better for the signal of the output Out,.

Fig. 5. Phase portrait for Out2
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Fig. 6. Histogram for the signal at Outl

In fact, the above observation is emphasised if we
notice the normalised sensitivity of the fractal spectrum
due to the influence of the two resistors that are among the

greatest (e.g. 12.67 for 10% change in the value of R3).
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Fig. 7. Histogram for the signal at Out2

Changing the value of R6 plays a major role and
provides a good example of the way in which the
probability density function could possibly be transformed.
The figures 8 to 11 give the phase portraits and the
histograms of the outputs when the value of the resistor R6
is modified from the nominal value of 1.1kQ to 1.8kQ and
the rest of the components remain unchanged. It is also
worth noticing the fact that the phase portraits for both
outputs look the same and for that reason the histograms
also appear similar. Still, the probability density function
has significantly changed, compared to the one of the
standard circuit. Unfortunately, only for this case the
outputs were nearly identical, because the rest of the
simulations showed greater differences between the
outputs when other circuit elements were modified.

Fig.
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Fig. 9. Phase portrait for Out2 (R6=1.8kQ)
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Fig. 10. Histogram for Outl (R6=1.8kQ)
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Fig. 11. Histogram for Out2 (R6=1.8kQ)

To quantify the chaotic properties, the fractal
spectrum was computed for different values of the circuit
components. The transients were omitted and the value of
Ax (see the appendix) was chosen 107 volts, which proved
to be a good compromise between the computing time and
the precision needed. The fractal spectra for both outputs
are presented in Fig. 12. The major contribution in
changing the fractal spectrum was given by the gain of the
Al operational amplifier (and hence by R3 and/or R4) and
the voltage threshold for the negative impedance converter,
introduced by R6.

As a general observation, the signal Out, had a
greater range of correlation dimensions in every instance,
making it a better candidate for the generation of the
pseudorandom numbers.
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Fig. 12. The fractal spectrums for the standard circuit (Outl—
square, Out2 — circle)

The mean of the difference D-co-Doo for the first
output was 0.342 and 0.402 for the second, which also
indicates the second output as a better choice from the
chaotic properties’ point of view. Even the greatest value
of the difference D-o0-Doo, 0.523, was obtained for
R6=1.8kQ), as well as for the second output. The full
results are provided in Table 1.
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Table 1. Fractal spectrum values

Fractal spectrum values (D_,-D.,)
Minimum Maximum Mean
Out, 0.29 0.481 0.342
Out, 0.337 0.523 0.402

The sensitivities of the fractal spectrum for the two
outputs were computed for different values of the
elements. The signal at the Out; output proved to have a
fractal spectrum more sensitive to the variations of the
circuit elements than the one of the Out, output. The
extreme values for the sensitivities and the circuit elements
involved in obtaining them are presented in Table 2. The
minus signs are used as indicators for different directions
of variation for the fractal spectrum and for the circuit
elements concerned.

Table 2. Fractal spectrum sensitivity
Fractal spectrum sensitivity
Minimum value/ Maximum value/
due to circuit element due to circuit element
0.04/R6 3.18/C1
-0.027/R6 -2.33/C1

Out1
Outz

It is worth noticing that the sensitivities may be
computed as long as the circuit behaves chaotically and
this reduces the interval of variation for the -circuit
elements somewhat. As a general rule, all the sensitivities
that contained capacitors were significantly lower than the
ones that involved resistors.

)
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Fig. 13. Normalised sensitivities of Outl (dark line) and Out2
(light line) versus percent changes in R6

Since the R6 resistor played the main role in
establishing the nature of the signal at both outputs, in Fig.
13 the normalised sensitivities of the fractal spectrum of
both outputs versus percentage change in the value of R6
are presented.

Conclusions

The possibility of using a class of Wien-bridge based
chaotic oscillators as pseudorandom number generators
was investigated using a method involving the fractal
spectrum, computed by means of the Rényi entropy. The
results showed that for the circuit described, the quality of
the signals, from the statistical point of view, was
determined by the gain of the Wien-bridge oscillator and



the resistor that establishes the threshold for the negative
impedance converter.

It was also revealed that it is possible to change the
probability density function by simply adjusting the
voltage threshold for the negative impedance converter and
the fact that the signals from the two possible outputs are
not the same from the statistical and the chaotic properties
point of view.

The newly introduced sensitivities of the fractal
spectrum relative to the circuit elements showed that due to
their significant values in the case of the resistors that
establish the gain of the circuit, trying to “tune” the circuit
to chaos proves to be efficient, but with bad consequences
for the statistical quality of the pseudo-random numbers
generated from the output signal of the circuit.

Appendix

Using the definition for the generalized entropy and
based on the moments of order r of the probability p;, the
entropy, according to Rényi, [12], is given by

S, = —logz Zpk @)

with reR-{1} and p;[0,1].

The above formula assumes that the probability
distribution function is known beforehand. Unfortunately,
this is not the case when dealing with circuits that generate
chaotic signals. Therefore, one must develop a “counting”
procedure, as follows: if the minimum and the maximum
values of the signals are denoted by Xy, and Xy, and Ax is
the smallest variation of the signal that can be evidenced,
then n, the number of intervals used in the counting

process is
Xmax — Xmi
n= max min ,
Ax

where [x] denotes the integer part of x. Let ny be the
number of times the signal falls into the k-th interval; this
probability may be estimated as

)

Ny

Pr=—"- (6)
n

Knowing the above probabilities, the generalised
fractal dimension of order r may be written as follows

n
log, Y. pi
k=1

log, Ax

D

7

()

1-r

Ax—0
For a given probability distribution, the generalised
fractal dimension D,, which is a non-increasing function of
r, is named fractal spectrum; it provides information
concerning both the amplitudes and the frequency of the
analysed signal. It is worth noticing the following

25

particular cases, in fact two limit cases, r=-0 and r=o,

when the fractal dimension becomes:

D_o0 _ 10g2 Pmin (8)
10g2 Ax Ax—0
and
— 10g2 P max , (9)
T logy v |,
where
Pmax =max{p;}, k=Ln (10)
and
Puin =min{py}, k=1n (11)

These two cases set the ranges of fractal dimensions
and their difference, D-00-Doo, is a strong indicator for the
chaotic behaviour of the signal: the bigger the difference,
the better the chaotic properties.
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